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PREFACE

The contents of this book are the papers presented at the IFIP/SEC’91 Seventh International
Conference and Exhibition on Information Security, held in Brighton, United Kingdom, 15-
17 May 1991, and organised under the auspices of the IFIP Technical Committee 11 with
the cooperation of the British Computer Society and the EDP Auditors Association,
European Region.

The theme of the Conference, ‘‘Creating Confidence in Information Processing’ was
particularly chosen because of the increasing world-wide growth in computer-related crimes
and other threats to computer systems and the consequential concerns by users about the
adequacy of the security of their systems.

The Conference, therefore, examined the criticial information security issues facing Society
and through its distinguished international speakers presented technical as well as
organisational solutions to these issues. Particular subjects discussed included Information
Technology Security Evaluation Criteria (ITSEC), logical access control mechanisms,
security management and awareness, applications and database security, EDI security, PC
security and, not least, auditing and control aspects. Specific concerns about computer
viruses and how to deal with them were reviewed, as well as, on a more general basis, how
to investigate computer crime.

Attention was also given to legislative measures which are increasingly being adopted to
provide additional protection of information against activities which can damage both
individuals and organisations.

We warmly thank all those who participated in this Conference and in particular the
members of the Organising Committee for their extensive contributions, the International
Programme Committee members for their support, the speakers for their excellent
presentations and, not least, the delegates whose active involvement ensured the success of
this event. We would also like to thank those companies who generously supported the
Conference and accompanying Exhibition, and Elsevier Seminars for their excellent
administration.

David T. Lindsay Wyn L. Price
Chairman, Organising Committee Chairman, Programme Committee



COMMITTEES

ORGANIZING COMMITTEE

David T. Lindsay, Chairman
William Bound
Paul Evans
Mike Jones
Joe J. Kenny
William List
Ron A.J. Middleton
Penny Moon
Phil Phillips
Wyn L. Price
Karen Richardson
Gill Spear
Peta Walmisley
Duncan Whitley

INTERNATIONAL PROGRAMME COMMITTEE

EUROPE
Wyn L. Price, UK, Chairman
Klaus Dittrich, Switzerland
Andre Grissonanche, France
Per Hoving, Sweden
Knud Kristiansen, Denmark
David Lindsay, UK
Juhani Saari, Finland
Paul Williams, UK

NORTH AMERICA
Jim H. Finch, Canada
Peter P.C.H. Kingston, Canada
Martin Kratz, Canada
William H. Murray, USA

AUSTRALASIA
John Beatson, New Zealand
Willinm Caelli, Australia



viii

ACKNOWLEDGEMENTS TABLE OF CONTENTS

The IFIP/SEC’91 Organising Committee Preface v
wishes to thank
Opening address

H.J. Ivey 1
Digital Equipment Corporation _
and Criteria, Evaluation and the International Environment: where have we been,
PC Security Ltd. where are we going?
S.B. Lipner 5
for their generous sponsorship and support The UK Department of Trade and Industry’s Commercial Computer Centre
and the following for their cooperation D. Brewer, B. Chorley, R. Lampard, M. Nash and F. Williams 15
Security Criteria Harmonization: The Information Technology Security
British Computer Society Evaluation Criteria
EDPAA, European Region M. Nash, D. Brewer, B. Chorley, R. Lampard and F. Williams 23

Commercial Security Evaluation
J. Straw and P. Fagan 35

Security Assessment and Conformance Testing
B.J. Chorley and W.L. Price 43

A Generalized Testbed for Analysing Block and Stream Ciphers
L. Brown, J. Pieprzyk, R. Safavi-Naini and J. Seberry 55

Digital Signatures
I, Piper 67

Laying the Groundwork for a Model Information Security Program
J.A. Schweitzer 77

Policy Route Certification: Requirements and Techniques

D. Nessett and D. Solo 87
Audit Control in Databases

5. Wiseman 99
Knowledge Based Systems: Audit, Security and Validation Issues

W.T. Tener 111
Auditing Expert Systems

18R, Moeller 123



Building Secure Financial Applications
J. Checkley

A Role-Based Modelling of Access Control with the Help of Frames
D. Jonscher and W. Gerhardt

Finding Better Methods for Identity Verification by Signatures
A. Hunstad

A Proactive Password Checker
M. Bishop

Personal Identification — Biometrics
J.R. Parks

Promoting a Healthy Scepticism with Regard to Information Processing
D.F. Stevens

Running Corporate and National Security Awareness Programmes
W. Murray

Using Ada for Embedded Secure Systems
A.W. Wood

Reliable Processing of Confidential Information
G. Trouessin, J.-C. Fabre and Y. Deswarte

Privacy-Enhanced Electronic Mail: From Architecture to Implementation
J. Linn

ISDN-MIXes: Untraceable Communication with Very Small Bandwidth
Overhead
A. Pfitzmann, B. Pfitzmann and M. Waidner

Creating Confidence through Consensus
S. Kowalski

Errors are the Real Problem
W. List

Security and Credibility and some Fundamental Flaws
JM. Carroll

Top Management Challenge — From Quantitative Guesses to Prudent
Baseline of Security
J. Saari

Policing the PC — a ““Neighbourhood Watch™ Scheme
R. Clark

135

147

159

169

181

193

203

- 209

221

233

245

259

271

275

287

293

Comparing Risk Analysis Methodologies
AM. Anderson

A Multi-Level Secure TCP/IP
R.L. Sharp and B.K. Yaski

Adapting Applications to Multi-Level Secure UNIX Systems
K.A. Siil

An Architectural Approach to the Interface between Applications Programs

and Security Sub-Systems
J. Sherwood and V. Gallo

A New Formal Model for Controlling Security in Multi-Domained Computer

Environments
S.H. von Solms and W.H. Boshoff

Rationale for the GOSIP Security Architecture
T. Knowles

EDI Security — Today and Tomorrow
J. Williamson and J.E. Draper

Information Security Control — Authority and Accountability in Practice
W.R.F. Pepper

Are your Fund Transfer Systems Secure?
J.M. Ross

Concepts of an Expert System for Virus Detection
K. Brunnstein, S. Fischer-Hiibner and M. Swimmer

Computer Viruses — Directions and Trends
J. Hruska

The Security of a Distributed System and its Relationship to the
Environment it Serves
R.W. Jones

Computer Crime Investigation Training — Concept, Content and Cases
.M. Stanley

(opyright and Databases
M.P.J. Kratz

The Front End Approach to Database Security
S.R. Lewis

Information Security — Theory and Practice
D.W. Davies

xi

301

313

325

335

347

351

361

375

385

391

403

411

427

437

449

461




Information Security

D.T. Lindsay and W.L. Price (Eds.)

Elsevier Science Publishers B.V. (North-Holland)
1991 IFIP

Opening Address

H.J. Ivey

Head, Open Systems and IT Security Branch, Information
Technology Division, Department of Trade and Industry, 151
Buckingham Palace Road, London SW1W 9SS, United Kingdom

Your Royal Highness, Lord Lieutenant, Madam Mayor, Chairman,
Ladies and Gentlemen.

I am not, as you will have perceived, the Minister!
Nevertheless I do know that Mr Leigh is most disappointed at
not being able to be here with you today, and he has asked
me to convey his regrets to you personally. The Minister
needs to appear in debate at the House of Commons on
Community legislation relating to fair contract terms, in
his capacity of being not only Minister for Industry but
also Consumer Affairs. I have been asked to outline what
the Minister would have said.

The Minister would have been pleased to have been able to
join with you today - a widely representative and
international audience - on a subject of much importance in,
for example, protection of company assets, trade, and, not
least, the interests of the consumer.

The Department of Trade and Industry seeks to ensure that
users and suppliers of information technology operate in a
market environment which is competitive, innovative, free of
unnecessary regulation, and sensitive to the interests of
the consumer.

We see our role in information security as raising awareness
of its importance, encouraging the development of
appropriate standards, fostering innovation, and monitoring
the impact of the legal framework.



On awareness, the Department has run a campaign for over a
year now, targeted particularly at small and medium-sized
enterprises, drawing to their attention steps they should
consider to tighten security of their information systems.
Already the campaign has a database of over 5,000 interested
organisations, and is addressing an even wider audience
through the media. As the campaign matures over the next
two years, we aim to reach even wider audiences through
"market influencers" such as suppliers, dealers, consultants
and local industry associations.

On standards, we have played a pivotal role in helping to
develop the evaluation process for products and systems.
Jointly with the Communications-Electronics Security Group
or CESG, based in Cheltenham, we have worked with our
colleagues in France, Germany and the Netherlands to produce
the harmonised "IT Security Evaluation Criteria'", commonly
known as "ITSEC". It is intended that ITSEC will be
published this June for a trial period of two years. You
will be hearing more about the criteria later today.

Just two weeks ago DTI announced the launch of a Scheme, to
be run jointly by DTI and CESG, for evaluating products and
systems against the criteria. The Scheme should lead to an
increase in the availability of evaluated products, bringing
benefits to both users and suppliers.

We are also actively supporting development of international
standards. During the last two years, the DTI IT Security
standards support programme has enabled UK industry and
commerce to participate selectively in key items of
security-related IT standards work. This includes
assistance in the management and coordination of UK input to
national and international standards programmes. We are now
working closely with DISC, the new UK IT standards
organisation within BSI.

On the legal framework, DTI gave active support to Michael
Colvin, M P for Romsey and Waterside, when he piloted the
Computer Misuse Bill through Parliament last year. Now we
have the Computer Misuse Act. It falls to the Department to
seek to ensure that industry and commerce are aware of the
Act, that they take it fully into account in their IT
security strategies and operational procedures, and that
there are no impediments to their seeking prosecutions where
appropriate. There is also, of course, the very
considerable deterrent effect that the Act has already had,
according to the views of IT security experts in the field.

There is no publicly accessible, centrally-held information
on the incidence nationally of computer misuse. However,
anecdotal evidence suggests that much computer misuse goes
undetected, or if it is detected, computer users can have
difficulty in collecting the necessary evidence that would
link the misuse to an individual. The Act provides legal
sanctions against offenders, but it naturally requires
successful detection of the offence, and the careful
collection of evidence, to bring a potentially successful
prosecution.

To assist in furthering the effective operation of the Act,
it seems desirable that both police forces and the business
community should be able to refer to readily available, up-
to-date advice to help in the detection and collection of
evidence, and in the prosecution of misuse offences.

The Department therefore announces today the launch of a
study to find out the particular needs both of the police,
and of the business community, in their seeking to take full
advantage of the Act. The study aims:

First to identify and describe any requirements the
police and the business community may have for
expert advice on all aspects of computer misuse;
and particularly in relation to operation of the
Computer Misuse Act;

Second to identify main sources of advice and expertise
on computer misuse currently available to the
police and to the business community in the UK,
and whether developed in-house or 'bought in';

Third to assess to what extent their needs are or could
be met from currently available sources;

Fourth to analyse the perceived requirement for
provision of expert advice and, where
appropriate, make recommendations on any new
mechanism(s); and

Fifth to report on the extent to which the police and
the business community may be prepared themselves
to resource any new mechanism(s) that are
believed to be necessary.

T'he study will be carried out for the Department by
Consultants. Work will begin immediately, and should be
completed by September this year. A Press Release giving
further details is being issued today.



In all our work, we are concerned that we should proceed in
step with our international partners. This is fully
reflected in our links with Europe in the development of the
evaluation criteria, and the development of a European
Community study programme in information security. It also
extends to partners elsewhere, for example the United
States, and at both public and private sector levels. We
are conscious of the importance of the security of
information systems to trading relationships, particularly
with the increasing adoption of Electronic Data Interchange
(EDI?, and the secure relationships between parties that EDI
requires.

During the course of the Conference you will be hearing in
further detail about some of the work that DTI is
supporting. You will also, of course, be hearing about much
other valuable work being carried out both here in the UK
and elsewhere. Information security is of increasing
importance and significance to all of us. In conclusion,
the Minister wishes you well in your deliberations over the
next three days.
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criteria, Evaluation and the International Environment:
where have we been, where are we going?

Steven B. Lipner
Digital Equipment Corporation
Littleton, Massachusetts, USA

INTRODUCTION

This paper presents a few observations on trusted system
evaluation criteria. It begins with a summary of the history
of the U.S. criteria and the current state of the European
criteria. It then discusses the impact of criteria on the
vendors and users of commercial computer systems. After
suggesting some guidelines for the developers of new criteria,
it goes on to suggest a new direction that may better serve
the purposes of vendor and user communities, though at the
price of abandoning some long-held beliefs.

I should stress at the outset that this paper deals only
with commercial computer systems and commercial applications
(and with civil government computer applications that are
indistinguishable from commercial ones). Defense and national
security applications have their own unique attributes --
particularly the need to deal with labelled or classified
information. After more than ten years of looking, I am
convinced that the unique attributes having to do with
labelled information are not required in the commercial and
civil sector.

I would also offer the caveat that this paper reflects
about twenty years of experience in computer security, the
last ten gained while working in the employ of a commercial
computer manufacturer. While it reflects early experience as
a defense security researcher and many discussions with
security evaluators, researchers, criteria developers, and
most of all, would-be users of secure systems, it is clearly
written from a vendor perspective and should be read in that
Light.

THE EVOLUTION OF EVALUATION

About ten years ago, the United States Department of
hofense issued the directive establishing the Department of
Defense Computer Security Center. The primary role of the
Center was to establish and operate a program that would
evaluate the security propert les of commercial computer
vendors’ products. The theory underlying the Center was that




