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PREFACE

The papers contained in this volume represent the proceedings of IFIP/Sec *92, Eighth
International Conference on Information Security, held in Singapore 27-29 May 1992 and
organised under the auspices of the IFIP Technical Committee 11 with the cooperation of
the Singapore Computer Society.

These proceedings include 5 keynote papers, 2 invited papers, 30 refereed papers and the
opening speech by Dr. Tay Eng Soon, Singapore’s Senior Minister of State for Education
and Chairman of the Singapore National Information Technology Committee. For ease of
reference, the papers are organised in the sequence of their presentation on each of the
three days of the conference. Keynote and Invited papers are included at the beginning of
each day, regardless of the timing of their presentation on the day.

The original title of the conference, "From Small Systems to Large," was chosen, not to
de-emphasize the continuing importance of security in large computer systems, but to
direct attention to the increasing importance of smaller computer systems and their related
security and control concerns. Trends contributing to the increased importance of smail
systems include: downsizing - the replacement of large central systems with smaller
distributed systems, increasingly powerful microcomputers, the increasing sophistication
and acceptance of LANs, end-user computing, and the devolution of IS management to
functional management. Papers with relevance to the "small systems" theme include those
by Beatson, Bachelor and Kingston, McLean, Capiteijns and Angerfelt.

The final title of these proceedings derives from what became the central topic of
discussion at the conference. Papers that are directly relevant to the apparent, urgent need
for international cooperation on IT security standards, legislation and research include
those by Madsen, Parker, Hoving, Abrams, Overbeek and Jones.

The program was designed to offer something to both the managerially, as well as the
technically inclined. Sessions with relatively greater managerial content include: Security
Management (2 sessions), IS Audit, and Computer Crime. The more technical sessions
include: Database Security, Access Control and Detection, UNIX Security, Network
Security, and Cryptography. Most papers have managerial, organisational and technical
dimensions, and thus dependent upon the readers proclivities, any or all of the papers may
be of interest.

We warmly thank all those who participated in the conference, and in particular the
members of the organising and program committees for their significant efforts. We would
also like to thank members of the International Papers Evaluation Panel, Conference
Sponsors, and the IFIP TC11 Executive for their invaluable support. Special thanks to the
regional papers coordinators, John Beatson, James Clark, Bertil Fortrie, Harold Highland
and Basie S.H. von Solms. Special thanks also to Professor Yuen Chung Kwong, Ms. Ho
Siew Foong, and Ms. Loo Line Fong, for the clerical support of the Department of
Information Systems and Computer Science, National University of Singapore.

Dr. Guy G. Gable
Department of Information Systems & Computer Science
National University of Singapore

Professor William J. Caelli
Information Security Research Centre
Queensland University of Technology
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