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Authenticated Access based on the Protocol KATHY

Confidential Session Communication according to independent Encipherment Al-
gorithms

Synchronization, Escape and End-of-Session management

Automatic Reauthentication and Key Progression after the guaranteed security
bounds of the Session-Encryption has been reached.

4.1 Implementations

SELANE has been implemented on common processors such as MC680xx, Intel 80x86
and SPARC processors, under UNIX, MS/DOS and the MacIntosh Operating System.
Using the CPUs of SUN SPARCstation 10/30 authentication requires less than 250
milliseconds and is therefore practically invisible in the login procedure. Using SELANE
some TCP/IP based services such as telnet, rsh or rcp have be supplemented with
additional security features.

The encipherment algorithm is designed to run with additional hardware at network
transmission speed. Reauthentication is carried out in the background, practically invis-
ible. Special hardware modules have been developed at the E.I.S.S. to meet the higher
performance requirements of central host CPUs serving a large number of clients at
bulk traffic rate [Ott090]. This high-speed hardware modules are available as PCBs with
suitable bus adapters and system interfaces for IBM PCs and SCSI.

4.2 Essential features

It should be noted that owing to the features of the KATHY protocol the SKIA

e does not need to keep any secret database after users have been issued their cer-
tificates ‘

e can be operated off-line

e rather plays the role of a reference witness than that of a system monitor with
need-to-know-everything.

These latter properties arose out of the original requirements of a large open distributed
university computing environment regulated by national data privacy legislation. They
provide features which make SELANE an interesting option for an truly Open Dis-
tributed System Security Environment. '



5. SELANE as Open Distributed System Security Environment

Although SELANE primarily has been designed as a LANSEC System with the essential
goal of authenticated access control and end-to-end user confidentiality at high perfor-
mance rates, its architecture is well suited to provide system security throughout open
distributed systems, (see Horster and Knobloch [HoKn91]).

5.1 Naming, Key Management and Authentication

The protocol has effectively been implemented using the format of Internet packets thus
fully using the world-wide accepted naming tree. The role of a local network SKIA is
fully compatible with that of the X.509 Directory Authentication Framework.

5.2 Transitivity and Delegation through a Network

The special structure of the authentication protocol not only allows a direct implemen-
tation of the X.500 recommendations. It is especially suited to authenticate participants
in such a way that the validity of an authentication chain can be recomputed without
exposing the private secret of each authenticator node. This fact not only provides an
additional security feature, but also an unprecedented compressibility of authentication
data to make feasible the use of smart cards as identification and authentication to-
kens. With this special construction SELANE supports the X.509 feature allowing an
authentication through already ‘known’ sub-nodes of another branch of the network.

A token can hold the necessary authenticator information for each participant’s ‘ac-
quaintances’. Also, the compressibility of authentication data allows a rather decen-
tralized network management as a high degree of transitivity will be reached through
delegation. The arithmetic structure of the SELANE protocol in particular supports the
establishment of two independent directed authentication chains. This so called Bipo-
lar Authentication allows participants to authenticate their partner through a reference
point (‘acquaintance’) of their own choice, rather than trusting a single authority.

6. Advantages over Established Protocols

6.1 Network Authentication Management

As described above, the use of the exponential one way function provides transitivity
throughout the network without large amounts of directory and authentication path
information. SELANE fully incorporates the idea of a passport-token oriented network
security system requiring the availability of authentication servers only at the time of
installation, but not for real time operation, while KERBEROS [Kerb89] or CHIMAERA
[Chim90] do require this latter property.



The security defects of X.509 as for instance described by I’ Anson and Mitchell [AnMi90]
are overcome in SELANE by the use of the proper one way exponential function. Prob-
lems arising in KERBEROS [Kerb89] due to the centralized role of the authentication
servers do not exist in SELANE as it has been designed for open systems without central
servers. This was recently carried out by Klein [Klei93].

6.2 Encryption

Authentication and key exchange have been uncoupled from the session-communication
confidentiality through the use of independent enciphering algorithms. KATHY can pro-
vide an authenticated session key private to both participants only. The twin role of the
KERBEROS head node as authentication server and system monitor, with the ability
to act as a Big Brother as it knows the session keys, is not present in SELANE.

6.3 Security

Basing TESS on the Dlog-problem, which is considered as being even harder than fac-
toring, gives this toolbox the highest security amongst all public key systems known
today. The non-existence of an a-priori trapdoor for this system provides some superior
features with respect to undeniable signatures or non-repudiable proofs of identity.

6.4 Provable Correctness and Completeness

The clear algebraic structure of proper one way functions (rather than trapdoor func-
tions) facilitate a proper evaluation of the SELANE protocol. A correctness proof is
essentially reduced to the proof of correct implementation of arithmetics. Completeness
proofs also pose well defined problems, as the protocol is based on algebraic equations
over conventional algebraic structures. An additional correctness proof using an exten-
sion of the logic of authentication of Burrows, Abadi, and Needham [BuAN89], which
includes rules dealing with the algebraic structure of SELANE, is actually under consid-
eration. An analysis of the SELANE protocol considering the different trust aspects of
authentication protocols can be found in [YaKB93].

6.5 Portability and Migration to SELANE

With the option of a switch-on/off confidentiality module to be chosen for each applica-
tion, the SELANE-System is freely available. It could therefore be adopted for any Open
Information System or Open System Environment Standard without restriction. The
portability is guaranteed, as the authentication part only comprises integer arithmetics
(C-source code is available from E.LS.S., cf. [Stem90]) while the optional encryption
could be agreed upon in each single application.



Conventional security protocols such as KERBEROS and DSSA resting on both public
key algorithms (such as Diffie-Hellman or RSA) and symmetric encryption via DES can
easily be extended to implement SELANE. Note that RSA is based on taking powers
modulo the RSA-integer N

z—z°mod N

while TESS uses exponentiation modulo a prime p
z— g mod p

so the same basic algorithm is the core of either protocol. As the SELANE-session
confidentiality is provided by a fast symmetric cipher, DES could serve in this role as
well. A migration to SELANE therefore is only an evolutionary step at system level.

7. Conclusion

TESS is being developed by the E.L.S.S. as a toolbox of security kernel primitives for
confidentiality, authenticity, and integrity. The SELANE-System is the package most ad-
vanced at present. Further applications are the Electronic Exponential Signature (EES)
developed for EDI purposes and banking applications.

The exponential security system can also be a building block in establishing a mechanism
called Democratic REference MONitor (DREMON), providing a system engineering tool
for the purposes of confidentiality, integrity, authenticity as well as audit and control for
Verifiable Open Distributed System Security Environments.

The structure of SELANE is based on the modular separation of key management and
authentication from confidentiality algorithms. For the implementation of the former
task, commutative one way functions are needed, while for the latter conventional sym-
metric ciphers suffice. In basing the authentication procedure on the concept of the
ElGamal signature scheme, SELANE is well suited to provide one of the first implemen-
tations of the new U.S. digital signature standard independently of the decision on the
encryption algorithm to be chosen. The strong algebraic theory of the underlying data
types makes this system to be amongst the few Computer Security Systems that will be
able to comply with the European IT-Security Evaluation Criteria [ITSE91].
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