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Introduction

1993 marks the tenth anniversary of IFIP's International Congress on Computer Security and the Canadian Information Processing
Society (CIPS) is the proud organiser of the event as part of its thirty-fifth anniversary.

This premier world event provides an excellent program of refereed and invited speakers which promises to attract a wide range
of security practitioners and executives from around the world. The Symposium will run several streams with a specific focus,
including security education and the "state of the art" in Sweden to honour Sweden as the first host country for this Symposium
in 1983. The accompanying Security Exhibition is a excellent opportunity to review both Canadian and International security
related products and services.

The setting of this year's Symposium and exhibition is the well-known Deerhurst Resort in Muskoka. The location provides
excellent resources for the Symposium and exhibition, as well as a wide range of activities for delegates and companions.

The Symposium will be preceded by a day of tutorials and workshops. Tutorials will be presented on OS/2 and UNIX security as
well as on the Kerberos methodology. The IFIP TC11 committee will organise a workshop on Security Management, hosted by
one of the working groups, and a workshop on system integrity. The IFIP TC11 Committee will present the first Kristian Beckman
Award to an individual who has made an outstanding international contribution in the field of computer security.

Keynote Speakers

Patrick Gallagher, Director, National Computer Security Center

Mr. Patrick Gallagher, Jr. is the Director of the National Computer Security Center in Washington, D.C. and serves as Chairman,
Subcommittee for Information System Security, National Security Telecommunications and Information System Security
Committee (SISS/NSTISSC).

Prior to his current position, Mr. Gallagher has held several positions within the U.S. Government, including Chief, Office of
COMSEC Applications and Chief, Secure Communications Systems Development Group. He has over 30 years experience in
computer security, and holds B.S.E.E. and M.S.E.E. degrees. Mr Gallagher was a National Institute of Public Affairs Fellow at
Cornell University and is the recipient of several awards.

Colin Rous

Mr. Colin Rous has worked for Digital Equipment Corporation since 1987 and works with customers world-wide to achieve and
maintain a level of security appropriate to their needs.

Mr. Rous began his data processing career in 1965 and was involved in some of the earliest computer audits. His involvement in
computer security continued with work at IBM and as an independent consultant. In 1979, he and two partners formed Canada's
first consulting firm devoted exclusively to computer security. While President of this firm, he worked throughout Canada, the
United States and Europe. He also served as consultant to the Canadian Government in drafting computer crime legislation and
revising the Canada Evidence Act.

Mr. Rous has been a regular speaker, writer and teacher on subjects related to computer security. He has addressed groups such
as the Canadian Institute of Chartered Accountants, the EDP Auditors Association, the Royal Canadian Mounted Police and has
been extensively interviewed on computer crime and security topics by TV, radio and the printed press.

William List, The Kingswell Partnership

Mr. William List is a director of the Kingswell Partnership, a consultancy specializing in providing risk limitation services to
computer users. His services include the design of secure application systems and resolution of serious problems in computer-based
accounting systems.

For 25 of his 30 years service with a major accounting and consulting firm, Mr. List specialised in the creation of procedures to
prevent or detect errors and fraud in computer processing. He is an acknowledged expert in use of control and security techniques
and has spoken at many international conferences on auditing, security and control topics. Mr. List is Chairman of IFIP WG11.5
on Systems Integrity and Control and Secretary of the BCS Security Committee.

The recipient of the Kristian Beckman Award will address the Symposium.
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Tutorials and Working Groups - May 11

Tutorials are being held later in the day to allow registrants to travel to Deerhurst on Tuesday morning if they wish.
[T1] OS/2 Database Manager Security Mark Christmas & Dan Eng, Royal Bank of Canada 12:00-16:30

This tutorial will address security issues, concerns and solutions relating to security for the OS/2 Extended Services Database
Manager. Issues covered will include User Profile Management, DataBase Manager and Physical Security. Detailed information
on setting up and maintaining authority levels, users and groups will be presented, together with a discussion on personnel roles,
the functions of the security components and backup/recovery concerns.

Mark Christmas is a Technical Systems Analyst with the Royal Bank of Canada. He provides database support to the bank's IMS,
DB2 and OS/2 DBM applications. He has a primary responsibility in the area of OS/2 DBM and has participated in the setting of
design and configuration standards, creation of maintenance utilities, gathering of product requirements, acceptance testing of new
releases and features, and documenting support procedures. Mark graduated in 1988 from the University of Toronto with an
Honours degree in Computer Science for Data Management, with a second major in Economics.

Daniel Eng is a senior technical analyst with the Royal Bank of Canada. He has been working with OS/2 since its introduction in
1987. Over the past five years he has worked extensively with the IBM OS/2 Database Manager. Currently, he is assisting project
teams to deploy their OS/2 applications in a network that spans more than 1400 LANs. Daniel graduated from the University of
Toronto with degrees in Computer Science and a Master of Business Administration.

[T2] UNIX Security Kevin Brady, Unix Systems Laboratories 12:00-19:00

The tutorial will examine the UNIX operating system, its security features and exposures. Emphasis will be placed on the features
added to the UNIX System to enhance security, particularly as it relates to the Enhanced Security and Distributed Processing
systems available from UNIX Systems Laboratories.

Kevin Brady is a senior member of the technical staff at UNIX Systems Laboratories in Summit, New Jersey. He has been involved
in the development and design of the UNIX System for over ten years and was one of the primary designers of USL's System V
Release 4.1 Enhanced Security System. Mr. Brady is currently the lead security architect at USL and he is an active participant
in several industry standards bodies including IEEE POSIX's P1003.6, X/Open's Security Working Group and UNIX International's
Distributed Security Work Group.

[T3] Network Security - The Kerberos Approach Jeffrey Schiller, MIT 12:00-19:00

As the Internet has grown, its user community has changed from a tight-knit group of researchers trying to build networks to a loose
gathering of people trying to use a global network. The constantly growing numbers of machines and users ensures that
untrustworthy individuals have access to that network. Given the increasing importance of the information transmitted, it is
imperative to consider the basic security issues present as large open networks replace isolated time-sharing systems. The
workshop will cover network security issues, the Kerberos Model - how it works and addresses network security threats, the X.509
Model, existing applications and Privacy Enhanced Electronic Mail.

Jeffrey 1. Schiller received his S.B. in Electrical Engineering(1979) from MIT. As MIT Network Manager he has managed the MIT
Campus Computer Network since its inception in 1984. Prior to that he maintained MIT's Multics timesharing system. He is author
of MIT's Kerberos Authentication system and a founding member of the New England Academic and Research Network
(NEARnet).

[W1] 2nd International Workshop on Information Security Management

The theme of the WG11.1 workshop is "identifying the constituent processes of Information Security Management" and is open
to all interested parties. The workshop will attempt to define the task of Information Security Management in terms of a process
management approach. Two introductory presentations will set the scene and small working groups will then discuss the issues.
A final process management model will then be synthesized.

[W5] User Requirements for Computer Systems Integrity

The objective of the WG11.5 meeting is to review progress on the project to research the user requirements for integrity in computer
systems and to determine if current standards efforts in both the IT and accounting worlds are adequately addressing these needs.




Registration Information

The Symposium fee is all-inclusive as the Symposium is being held at a resort hotel. The registration fee includes:

Transportation from Toronto to Deerhurst and return

3 nights accommodation (May 11-13, 1993)

3 meals per day (Tuesday evening to Friday lunch inclusive)

Banquet dinner, coffee breaks

Attendance at all Symposium sessions

Copy of Symposium proceedings

Canadian taxes

Use of most resort facilities including pools, fitness rooms and sports at no charge. Note that some
resort facilities such as golf and horseback riding are additional charges.

Companion fees include all the above, except attendance at the Symposium sessions and a copy of the proceedings. A companion's
program including tours of the local area has been prepared.

Registration Fees

Members of any society which is a member of IFIP as well as members of the sponsoring and endorsing organizations are eligible
for the member price. Tutorial and Working Group fees include lunch and refreshments.

Members of IFIP Societies =~ Non-members

Delegate C$1595 C$1795
Companion C$ 570 C$ 570
Tutorial C$ 345 C$ 395
Working Group C$ 25 C$ 25

Full payment prior to March 1, 1993 is eligible for a 5% discount. On-site registration is dependent on room availability and will
be subject to a 5% surcharge. Contact the organizing committee for information on group discounts.

Transportation from Toronto to Deerhurst and Return

Arrangements are being made to bus attendees to Deerhurst from either the Royal York Hotel in downtown Toronto or from
Toronto's Pearson International Airport. To ensure sufficient travel and pre-boarding time, delegates should allow a minimum of
five hours from the Symposium closing to flight time. To assist in planning travel arrangements please complete the transportation
information portion of the registration form.

Attendees not wishing to use the group transportation may rent cars through their travel agent or at the airport, or use public

transportation.
Extended Stays

Additional nights, including full meals and facilities as listed above, are available at Deerhurst Resort at the rate of C$340 per
delegate per night and C$145 for companions. CP Hotels are offering special rates for most of their hotels across Canada - please
contact the organizing committee as soon as possible for further details.




Deerhurst Resort

Set in relaxing, natural surroundings of Muskoka, Deerhurst Resort offers the year-round activities and the friendly, attentive
service that you'd expect from a premier resort.

Welcoming guest rooms or spacious one, two or three bedroom suites are perfect for families or groups. Most feature fireplaces,
whirlpool baths, entertainment systems and open-design kitchens. Fine dining in the elegant Lodge dining room. Casual fare in
"The Pub" restaurant and bar or pool-side barbeques. Evening entertainment? You'll be surprised at the variety of live
entertainment offered.

Sports and activities include indoor and outdoor tennis, squash and racquetball, 18-hole golf, swimming, boating, windsurfing,

waterskiing and horseback riding. Just 2 1/2 hours north of Toronto, Deerhurst Resort offers the style and excitement of a premier
resort in an idyllic lakeside setting.

IFIP/SEC 93 Symposium and Exhibition

Symposium Schedule:

Tuesday, May 11 12:00 noon -  7:00 pm
Wednesday, May 12 9:00 am - 5:00 pm
Thursday, May 13 9:15 am - 5:00 pm
Friday, May 14 8:30 am - 12:45 pm

Exhibition Dates and Times:

Wednesday, May 12 10:30 am - 6:00 pm

Thursday, May 13 10:30 am - 6:00 pm

Friday, May 14 10:30 am - 1:00 pm
Language

The official language of IFIP is English.

Banquet Tickets
Limited numbers of additional banquet tickets may be available at CDN$110.00 each.

The Organizers

The Symposium is jointly organized by:

IFIP Technical Committee 11
Canadian Information Proceessing Society (CIPS) - National Security SIG
Information Systems Security Association (ISSA) - Toronto Chapter

Organizing Committee Program Committee Correspondence

David Batchelor, Chair Graham Dougall, Co-Chair, Canada Address all correspondence to:

Dan Eng Jim Finch, Co-Chair, Canada IFIP/Sec'93

David Gamey John Beatson, New Zealand c/o Concord-Eracom Computer Ltd.

Tim Haist Bertil Fortrie, Netherlands 7370 Bramalea Road, Unit # 18

Beth Kendall Darren Jones, Canada Mississauga, Ontario

Peter Kingston Rick Koenig, USA CANADA L5S IN6

June Morrison Hal Tipton, USA FAX: (416) 672-0017
VOICEMAIL: (416) 351-6553
EMAIL: COMPUSERVE 72607,744




